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ABSTRACT: The internet has become an essential medium for communication, education, trade, political
participation, access to public services and the exercise of constitutional freedoms. Consequently, government-imposed
internet shutdowns raise significant questions concerning fundamental rights and the limits of executive power. India
has experienced repeated instances of internet suspension in situations involving public order, national security,
communal tension, protests, examinations and other perceived emergencies. The constitutional legitimacy of such
restrictions was examined comprehensively by the Supreme Court in Anuradha Bhasin v. Union of India (2020), where
the Court recognised that freedom of speech and expression under Article 19(1)(a), and the freedom to carry on trade or
business under Article 19(1)(g), can be exercised through the medium of the internet. The Court further held that
restrictions must satisfy legality, necessity and proportionality and that suspension orders are subject to judicial review.

The regulatory framework has subsequently evolved. The Telecommunications Act, 2023 replaced the Indian
Telegraph Act framework and its Section 20(2)(b) permits suspension of telecommunications services in specified
circumstances involving public emergency or public safety, subject to prescribed safeguards. The Telecommunications
(Temporary Suspension of Services) Rules, 2024 introduced requirements concerning written reasons, publication,
defined geographical and service scope, a maximum period of fifteen days for an individual suspension order,
consideration of alternative means and review by a committee within five days.

This article critically analyses the constitutional jurisprudence surrounding internet shutdowns in India, examines the
transition from the 2017 regulatory framework to the 2024 Rules, evaluates the application of proportionality, and
considers the implications of shutdowns for Articles 14, 19 and 21. It argues that although India's legal framework has
developed significantly, concerns remain regarding repeated shutdown orders, broad executive discretion, institutional
independence, transparency, effective judicial remedies and the socio-economic consequences of prolonged disruption.
The article proposes a rights-based framework in which shutdowns are treated as exceptional measures subject to strict
necessity, proportionality, geographical and temporal limits, transparency and effective independent review.

KEYWORDS: Internet Shutdowns, Fundamental Rights, Article 19, Article 21, Proportionality, Telecommunications
Act 2023, Constitutional Law, Anuradha Bhasin, Internet Freedom, India.

L. INTRODUCTION

The internet has transformed the manner in which individuals communicate, obtain information, conduct business,
receive education and participate in democratic life. In contemporary society, access to the internet is increasingly
connected with the effective exercise of other rights and freedoms. Government services, banking, healthcare,
education, employment, journalism and commercial transactions are frequently dependent upon digital connectivity.

This transformation creates a difficult constitutional question. The State may have legitimate reasons to restrict
telecommunications during serious emergencies, communal violence, terrorist threats or situations involving public
safety. At the same time, an internet shutdown affects millions of individuals who may have no connection with the
alleged threat. A measure adopted to control unlawful communication may simultaneously restrict lawful speech,
education, trade, healthcare, journalism and access to information.

The constitutional problem is therefore one of balancing State security and public order against individual liberty
and democratic participation.
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The issue became particularly significant following the extensive restrictions imposed in Jammu and Kashmir in
August 2019. The Supreme Court's decision in Anuradha Bhasin v. Union of India became the principal constitutional
authority governing internet restrictions. The Court held that freedom of speech and expression and the freedom to
carry on trade or business through the internet receive constitutional protection, although access to the internet itself
was not declared a standalone fundamental right under Article 21. Restrictions on internet access were held to be
subject to constitutional standards, including proportionality.

Since that judgment, India's statutory framework has changed. The Telecommunications Act, 2023 and the
Telecommunications (Temporary Suspension of Services) Rules, 2024 now provide the principal statutory framework
for temporary suspension of telecommunications services.

This article examines whether the contemporary framework adequately protects fundamental rights while allowing the
State to respond to genuine emergencies.

II. OBJECTIVES OF THE STUDY

The principal objectives of the study are:
1. To examine the constitutional basis of internet access and internet-mediated rights in India.
To analyse the Supreme Court's decision in Anuradha Bhasin v. Union of India.
To examine the evolution of the legal framework governing internet shutdowns.
To analyse the Telecommunications Act, 2023 and the 2024 Suspension Rules.
To examine internet shutdowns in the context of Articles 14, 19 and 21.
To evaluate the application of proportionality and necessity.
To identify continuing weaknesses in India's regulatory framework.
To suggest reforms for protecting fundamental rights while addressing legitimate public-safety concerns.

Rl A

III. RESEARCH METHODOLOGY

The article adopts a doctrinal and analytical methodology. Primary sources include the Constitution of India,
judgments of the Supreme Court and statutory and regulatory materials governing telecommunications.

Particular attention is given to Anuradha Bhasin v. Union of India and Foundation for Media Professionals v. Union
Territory of Jammu and Kashmir. The current legal framework is analysed with reference to Section 20 of the
Telecommunications Act, 2023 and the Telecommunications (Temporary Suspension of Services) Rules, 2024.
Secondary sources are used to examine the broader constitutional, social and economic consequences of internet
shutdowns.

IV. MEANING AND NATURE OF INTERNET SHUTDOWNS

An internet shutdown refers broadly to a government-directed disruption or suspension of internet or
telecommunications services within a specified geographical area, affecting particular categories of services or users.
Shutdowns may take different forms:
e complete internet suspension;
mobile internet suspension;
fixed-line internet suspension;
suspension of particular telecommunications services;
restriction of particular network speeds;
geographically limited suspension;
temporary suspension during a specified event.

The legal and constitutional consequences vary according to the scope and intensity of the restriction.

A complete shutdown is significantly more restrictive than blocking a particular website or application. Similarly, a
nationwide shutdown has substantially greater consequences than a geographically limited restriction affecting a small
area.
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This distinction is important because proportionality requires the State to choose a measure that is no more restrictive
than necessary.

V. CONSTITUTIONAL FRAMEWORK

5.1 Article 19(1)(a): Freedom of Speech and Expression
Article 19(1)(a) guarantees freedom of speech and expression. In the digital age, the internet has become a major
medium through which this freedom is exercised.
Individuals use the internet to:

e publish information;

e communicate opinions;

®  access news;

e participate in political discussions;

e engage in journalism;

e receive educational material;

e communicate with government institutions.

In Anuradha Bhasin, the Supreme Court recognised that freedom of speech and expression through the medium of the
internet is constitutionally protected. Therefore, an internet shutdown that restricts access to online communication
constitutes a restriction on the exercise of Article 19(1)(a), and the restriction must satisfy the requirements of Article
19(2).

The important consequence is that the internet is not constitutionally irrelevant merely because it is a technological
medium. Constitutional protection follows the protected activity rather than the particular technology used to conduct
it.

5.2 Article 19(1)(g): Trade and Business
The internet is equally important for commercial activity.
Businesses use digital connectivity for:

e banking;
electronic commerce;
communication with customers;
online payments;
logistics;
digital marketing;
remote employment;
professional services.

In Anuradha Bhasin, the Supreme Court recognised that the freedom to carry on trade or business through the internet
is protected under Article 19(1)(g), subject to reasonable restrictions permitted by the Constitution.
A shutdown can therefore produce consequences extending far beyond communication. It can prevent individuals from
earning their livelihood and businesses from operating.

VI. ARTICLE 21 AND THE RIGHT TO INTERNET ACCESS

Article 21 protects life and personal liberty and has been interpreted broadly by the Supreme Court to include dignity,
privacy and other conditions necessary for meaningful life.

The question whether internet access itself constitutes an independent fundamental right requires careful distinction.

The Supreme Court in Anuradha Bhasin did not declare a freestanding fundamental right to internet access. Instead, it
recognised constitutional protection for activities conducted through the internet, particularly speech and trade.
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The Kerala High Court had earlier taken a broader approach in Faheema Shirin R.K. v. State of Kerala, holding that
access to the internet formed part of the rights to education and privacy under Article 21. The case concerned
restrictions on students' use of mobile phones and the resulting impact on access to educational information.

The jurisprudence therefore suggests an important principle: even if internet access is not treated as an independent
constitutional right in every context, restrictions on internet access may directly affect multiple constitutionally
protected rights.

VII. ARTICLE 14 AND ARBITRARY INTERNET SHUTDOWNS

Article 14 guarantees equality before law and equal protection of laws. Internet shutdowns can raise Article 14
concerns where they are arbitrary, irrational or disproportionately broad.

For example, a shutdown covering an entire district may affect persons who have no connection with the circumstances
allegedly justifying the restriction.

The Supreme Court's proportionality analysis emphasises the importance of tailoring restrictions to the actual threat. In
the subsequent Foundation for Media Professionals proceedings, the Court observed that territorial extent is relevant to
proportionality and that restrictions should apply only to areas where their imposition is actually necessary.

A geographically excessive shutdown can therefore be challenged not merely under Article 19 but also through the
broader constitutional prohibition against arbitrary State action.

VIII. THE LANDMARK DECISION: ANURADHA BHASIN V. UNION OF INDIA

8.1 Background

The case arose from the extensive restrictions imposed in Jammu and Kashmir following the constitutional changes of
August 2019.

Journalists and political actors challenged restrictions affecting communication, including internet, mobile and fixed-
line services. The petitioners argued that these restrictions affected freedom of speech, press freedom and other
fundamental rights.

The Supreme Court's judgment of 10 January 2020 became the foundational constitutional decision on internet
shutdowns in India.

8.2 Internet as a Medium of Constitutional Rights

The Court recognised that freedom of speech and expression under Article 19(1)(a) and freedom to carry on trade or
business under Article 19(1)(g) are protected when exercised through the internet.

This was a significant constitutional development because it established that technological change cannot be used to
place constitutionally protected activities outside the protection of fundamental rights.

The constitutional question therefore concerns the restriction of the protected activity, rather than whether the
internet itself is constitutionally guaranteed in all circumstances.

8.3 Requirement of Legality

The Court held that restrictions on fundamental rights must have a basis in law.

Executive convenience or administrative preference cannot independently justify suspension of fundamental rights.

The requirement of legality ensures that restrictions are authorised by a valid legal framework and remain within the
limits of the authority granted by law.

This principle is particularly important for internet shutdowns because of their enormous capacity to affect entire
populations.

8.4 Proportionality

The most significant aspect of Anuradha Bhasin is its emphasis on proportionality.

The Court required restrictions on internet services to satisfy proportionality and not to extend beyond what is
necessary. It also held that internet suspension orders are subject to judicial review.
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The proportionality principle requires consideration of factors including:
e whether there is a legitimate objective;
o  whether the measure is suitable for achieving that objective;
e  whether a less restrictive alternative exists;
o  whether the harm to rights is excessive in relation to the benefit achieved.

This is particularly important because a shutdown affects individuals who may have no involvement in the threat that
prompted governmental action.

8.5 Publication of Orders

The Court required suspension orders to be made available because affected persons must be able to understand the
legal basis for restrictions and challenge them.

Without publication, judicial review becomes difficult or ineffective.

The principle of transparency is therefore not merely administrative. It is connected directly with access to justice and
constitutional accountability.

8.6 Periodic Review

The Court also recognised the importance of periodic review.

Under the framework then applicable, the Court directed that the Review Committee conduct periodic review within
seven working days.

This requirement reflected the principle that an emergency cannot automatically justify indefinite continuation of an
exceptional restriction.

IX. FOUNDATION FOR MEDIA PROFESSIONALS V. UNION TERRITORY OF JAMMU AND KASHMIR

The subsequent proceedings concerning restrictions on 4G services in Jammu and Kashmir demonstrated how
proportionality operates in practice.

The Court acknowledged the security concerns presented by the authorities but emphasised that restrictions must be
calibrated according to the actual circumstances. It specifically noted that territorial extent is an important component
of proportionality and that restrictions should apply only to areas where there is a demonstrated necessity.

The Court ultimately required the authorities to consider the restrictions in light of the principles established in
Anuradha Bhasin.

The significance of this case is that national security does not eliminate proportionality. Rather, security
considerations must be balanced against constitutional rights.

X. EVOLUTION OF THE STATUTORY FRAMEWORK

Before 2024, internet shutdowns were governed principally through the Indian Telegraph Act, 1885 and the Temporary
Suspension of Telecom Services (Public Emergency or Public Safety) Rules, 2017.

The Telecommunications Act, 2023 has subsequently replaced the earlier statutory framework in relevant respects.

Section 20(2) permits the Central Government, State Government or specially authorised officer, upon a public
emergency or in the interest of public safety, to order suspension of a telecommunication service or class of services
when necessary or expedient for specified grounds including sovereignty and integrity, defence and security of the
State, friendly relations with foreign States, public order or preventing incitement to an offence. The provision requires
reasons to be recorded in writing and makes the power subject to prescribed procedures and safeguards.

This statutory framework is important because it provides a specific legal basis for temporary suspension while also
attempting to incorporate safeguards.
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XI. TELECOMMUNICATIONS (TEMPORARY SUSPENSION OF SERVICES) RULES, 2024

The Telecommunications (Temporary Suspension of Services) Rules, 2024 came into force on 22 November 2024
and superseded the 2017 Suspension Rules, subject to transitional provisions for existing orders.
The Rules contain several significant safeguards.

11.1 Competent Authority

The competent authority is the Union Home Secretary for the Central Government or the Secretary in charge of the
Home Department of a State Government. In unavoidable circumstances, an authorised officer not below the rank of
Joint Secretary may issue an order, but it must be confirmed by the competent authority within twenty-four hours.

11.2 Written Reasons
A suspension order must contain reasons recorded in writing. This strengthens accountability and facilitates judicial
review.

11.3 Publication
Every suspension order must be published and clearly state the reasons for the restriction.

11.4 Territorial and Service Limits
The order must identify the geographical area and the type of telecommunication service being suspended. This is
consistent with the Supreme Court's emphasis on territorial proportionality.

11.5 Maximum Period
An individual suspension order cannot specify a period exceeding fifteen days.

11.6 Consideration of Alternatives
Before issuing a suspension order, the authority must consider whether the statutory objective can be achieved through
another reasonable means. This expressly incorporates an important element of the necessity analysis.

11.7 Review Committee

The relevant Review Committee must meet within five days of the suspension order and record whether the order
complies with Section 20(2)(b) and Section 20(4) of the Telecommunications Act. The Committee may order that a
non-compliant suspension be revoked.

XII. COMPARATIVE POSITION: 2017 AND 2024 FRAMEWORKS

Issue 2017 Framework 2024 Rules

Statutory foundation | Indian Telegraph Act, 1885 Telecommunications Act, 2023
Competent authority | Home Secretary framework Union/State Home Secretary
Written reasons Required Expressly required

Publication Strengthened by Anuradha Bhasin Expressly required

Territorial scope Judicial proportionality Must be clearly specified
Service scope Less explicit Must identify service type
Maximum period Earlier framework supplemented judicially | Maximum 15 days per order
Alternative measures | Constitutional requirement Expressly required before order
Review Review Committee Review within 5 days

Judicial review Recognised by Supreme Court Continues to apply

The 2024 framework is therefore more explicit than the earlier regulatory structure in several respects. Nevertheless,
statutory safeguards do not automatically guarantee constitutional compliance.
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XIII. THE PROPORTIONALITY TEST

Proportionality is the central constitutional standard for evaluating internet shutdowns.

13.1 Legitimate Aim

The State must identify a legitimate objective, such as public order, security or prevention of incitement to an offence.
A vague assertion that the internet "may be misused" should not automatically satisfy this requirement.

13.2 Rational Connection
There must be a rational relationship between the shutdown and the objective sought to be achieved.
The State should demonstrate why suspension of telecommunications is capable of addressing the specific threat.

13.3 Necessity and Less Restrictive Alternatives

This is perhaps the most important requirement.

The 2024 Rules expressly require the competent authority to consider whether the statutory objective can be achieved
through another reasonable means.

Possible alternatives may include:
e targeted blocking;
restriction of particular services;
increased monitoring subject to law;
localised restrictions;
content-specific measures;
increased policing;
e temporary restrictions on specific communications.
A complete shutdown should therefore be a measure of last resort.

13.4 Balancing

The final stage requires weighing the benefits of the restriction against the harm to fundamental rights.

The State must consider the impact on:
e  education;

healthcare;

journalism;

commerce;

employment;

emergency communication;

vulnerable persons;

democratic participation.

XIV.INTERNET SHUTDOWNS AND FREEDOM OF THE PRESS

Journalistic freedom is particularly vulnerable during internet shutdowns.
Modern journalism depends heavily upon digital communication for:
e  collecting information;
communicating with sources;
publishing reports;
verifying information;
transmitting photographs and videos;
communicating with news organisations.

A shutdown may therefore indirectly restrict press freedom even when the formal order does not specifically target
journalists.
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The constitutional principle should consequently be that restrictions affecting communication must be assessed
according to their actual impact, rather than merely their formal wording.

XV.INTERNET SHUTDOWNS AND EDUCATION

Education has increasingly become dependent on internet connectivity.
Students rely upon the internet for:
e online classes;
examinations;
educational databases;
applications;
scholarships;
e research;
e communication with institutions.

The Kerala High Court's decision in Faheema Shirin recognised the connection between internet access, education and
privacy under Article 21.

A prolonged shutdown can therefore produce serious consequences for students, particularly those without alternative
educational resources.

XVI. ECONOMIC CONSEQUENCES

Internet shutdowns can disrupt:
e small businesses;

e-commerce;

digital payments;

transport services;

tourism;

banking;

freelance employment;

professional services.

The economic impact is particularly severe for small enterprises and informal workers who depend upon digital
connectivity.

Because Article 19(1)(g) protects trade and business conducted through the internet, economic consequences must form
part of the constitutional proportionality analysis.

XVII. HEALTHCARE AND ESSENTIAL SERVICES

Digital connectivity has become increasingly important to healthcare.
Patients may require internet access for:

telemedicine;

appointment systems;

medical records;

emergency communication;

access to pharmacies;

consultation with specialists.

This explains why the Supreme Court in Anuradha Bhasin directed authorities, where immediate restoration was not
possible, to consider allowing access to government websites, limited e-banking, hospitals and other essential services.
The principle remains important under the contemporary framework: even where a shutdown is justified, the State
should consider measures that minimise harm to essential services.
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XVIII. NATIONAL SECURITY VERSUS FUNDAMENTAL RIGHTS

The strongest justification for internet shutdowns is often national security.
The State has a constitutional responsibility to protect:

e territorial integrity;

e public safety;

e national security;

e citizens from violence and terrorism.

The judiciary should therefore recognise the legitimate institutional role of the executive in assessing security threats.
However, deference cannot become immunity from judicial review.

The Supreme Court's jurisprudence demonstrates that national security and fundamental rights must coexist within
constitutional limits. In Foundation for Media Professionals, the Court recognised the serious security situation in
Jammu and Kashmir while simultaneously requiring the territorial and temporal scope of restrictions to be calibrated
according to necessity.

The constitutional model is therefore not "rights versus security" but rights-compatible security.
XIX. CRITICAL EVALUATION OF THE EXISTING FRAMEWORK

19.1 Strengths

The contemporary framework has several important strengths.

First, suspension must have a statutory basis.

Second, the 2024 Rules require written reasons.

Third, orders must be published.

Fourth, geographical and service limitations must be identified.
Fifth, an individual order cannot exceed fifteen days.

Sixth, authorities must consider alternative means.

Seventh, Review Committees must examine orders within five days.
These provisions significantly strengthen procedural accountability.

19.2 Continuing Concerns
Despite these safeguards, several constitutional concerns remain.

Repeated Orders

A fifteen-day limit applies to an individual order. The framework therefore raises a continuing question about whether
repeated fresh orders can create a de facto prolonged shutdown. The legal system must ensure that successive orders are
not used to circumvent the constitutional prohibition against indefinite restrictions.

Executive Dominance

The Review Committees established under the 2024 Rules consist primarily of senior government officials. Although
institutional review is valuable, its effectiveness may be questioned where the reviewing institution remains closely
connected with the executive branch that authorised the restriction.

Broad Statutory Grounds
Terms such as public emergency and public safety necessarily require interpretation. Broad language can create the
possibility of expansive executive discretion if not controlled by proportionality and judicial review.

Transparency of Review

Publication of the suspension order is an important safeguard, but transparency concerning the findings of Review
Committees is equally important for public accountability.
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Lack of Individualised Impact Assessment

A shutdown frequently affects an entire geographical population. The framework should therefore require explicit
consideration of the likely impact on vulnerable groups, education, healthcare, journalism and essential economic
activities.

XX. INTERNET SHUTDOWNS AND THE DOCTRINE OF CONSTITUTIONAL PROPORTIONALITY

The Indian constitutional approach to internet shutdowns demonstrates the growing importance of proportionality as a
general method of rights review.

The State cannot simply establish that a legitimate objective exists. It must establish that:

Lawful authority — Legitimate aim — Rational connection — Necessity — Least restrictive measure —
Proportionate impact — Periodic review

This sequence provides a constitutional discipline for executive power.

The principle is particularly important for internet shutdowns because the internet is a general-purpose infrastructure. A
single shutdown may simultaneously affect speech, trade, education, healthcare and access to information.
Consequently, the intensity of the rights impact should influence the intensity of judicial scrutiny.

XXI. NEED FOR A RIGHTS-BASED SHUTDOWN POLICY

India should develop a comprehensive rights-based policy governing internet suspensions.
Such a policy should adopt the following principles:

21.1 Exceptional Nature
Shutdowns should remain exceptional rather than routine administrative measures.

21.2 Necessity
Authorities should establish a concrete and evidence-based necessity.

21.3 Least Restrictive Alternative
Targeted measures should be preferred over blanket suspension.

21.4 Geographical Precision
Restrictions should cover only areas genuinely affected by the identified threat.

21.5 Temporal Precision
The shortest reasonably necessary duration should be selected.

21.6 Transparency
Orders and relevant review findings should be made accessible.

21.7 Essential Services
Healthcare, emergency services, banking and other essential services should receive appropriate protection.

21.8 Independent Oversight
Review should involve meaningful institutional independence.

21.9 Judicial Remedy
Affected persons should have an effective and timely mechanism to challenge unlawful restrictions.
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XXII. RECOMMENDATIONS

22.1 Strengthen the Definition of Emergency Grounds
The statutory framework should provide clearer guidance regarding "public emergency" and "public safety" to reduce
arbitrary application.

22.2 Prevent De Facto Indefinite Shutdowns
Repeated orders concerning the same underlying circumstances should be subject to heightened scrutiny and a fresh
demonstration of necessity.

22.3 Strengthen Review Committee Independence
The review mechanism should be made more independent, potentially through inclusion of persons with judicial,
constitutional, technical or human-rights expertise.

22.4 Publish Review Findings
Greater transparency concerning Review Committee conclusions would strengthen accountability.

22.5 Mandatory Proportionality Assessment
Every order should expressly document:
e the threat;
the evidence;
the affected area;
the services affected;
the expected duration;
alternatives considered;
reasons alternatives were inadequate;
o cexpected effects on essential services.

22.6 Prefer Targeted Restrictions
Where technically feasible, authorities should prefer targeted restrictions over blanket shutdowns.

22.7 Protect Essential Services
Hospitals, emergency communications, banking and other essential services should be protected wherever possible.

22.8 Improve Judicial Access
Courts should be able to hear challenges to shutdowns promptly because the harm caused by an unlawful shutdown
may become irreversible once the period of disruption has passed.

22.9 Develop Public Accountability Mechanisms
A central public database of suspension orders could improve transparency and enable systematic constitutional and
policy evaluation.

XXIII. FUTURE OF INTERNET FREEDOM IN INDIA

The future constitutional challenge will not simply concern whether the government can shut down the internet. It will
concern how narrowly, transparently and accountably the State can exercise that power.

Technology is increasingly integrated into everyday life. The internet is no longer merely a communication platform. It
is infrastructure for education, employment, healthcare, commerce and democratic participation.

Consequently, the constitutional consequences of shutdowns will become progressively more significant. The legal

system must therefore move towards an approach in which internet restrictions are treated similarly to other serious
restrictions on fundamental freedoms: exceptional, evidence-based, narrowly tailored and subject to effective review.
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The 2024 Rules provide a stronger procedural framework than the earlier system in several respects, particularly by
requiring publication, defined scope, a fifteen-day maximum for an individual order, consideration of alternatives and
review within five days.

However, the effectiveness of these safeguards will ultimately depend upon implementation and judicial enforcement.
XXIV. CONCLUSION

Internet shutdowns represent one of the most difficult constitutional problems created by the digital age. The State may
legitimately need to restrict communication during serious threats to public order, national security or public safety. Yet
the same measure can simultaneously affect freedom of speech, trade, education, journalism, healthcare, privacy and
access to information.

The Supreme Court's decision in Anuradha Bhasin v. Union of India fundamentally changed the constitutional
discourse by recognising that freedom of speech and expression under Article 19(1)(a), and trade or business under
Article 19(1)(g), are protected when exercised through the internet. The Court also established that restrictions must
satisfy legality, proportionality and judicial-review requirements.

The subsequent Foundation for Media Professionals proceedings reinforced the importance of tailoring restrictions
according to their actual territorial and temporal necessity. The Court recognised security concerns while insisting that
restrictions should be imposed only where their extent is justified by the circumstances.

The statutory landscape has since evolved through the Telecommunications Act, 2023 and the Telecommunications
(Temporary Suspension of Services) Rules, 2024. Section 20(2)(b) provides the statutory power of suspension, while
the 2024 Rules introduce safeguards concerning competent authority, written reasons, publication, geographical and
service specificity, a fifteen-day maximum for an individual order, consideration of alternatives and Review Committee
scrutiny.

Nevertheless, constitutional protection cannot depend exclusively upon procedural compliance. A formally valid order
may still be substantively disproportionate. Repeated orders may create prolonged restrictions; broad emergency
concepts may permit excessive executive discretion; and a review system dominated by executive officials may not
always provide sufficiently independent scrutiny.

The fundamental constitutional principle should therefore be:

The existence of a security threat does not suspend the Constitution; it activates the Constitution's demand for
careful balancing.

Internet shutdowns should consequently remain a measure of last resort, used only where a concrete and demonstrable
threat cannot reasonably be addressed through less restrictive alternatives. Every shutdown should be geographically
precise, temporally limited, transparently justified and subject to meaningful independent and judicial review.

The Indian constitutional approach is ultimately moving towards a model of rights-compatible digital security. The
objective is neither unrestricted internet freedom nor unrestricted executive power. It is to ensure that security measures
remain consistent with the constitutional values of liberty, equality, dignity, democracy and rule of law.

In a digital democracy, the internet has become an important medium through which constitutional freedoms are

exercised. Protecting internet freedom therefore increasingly means protecting the practical ability of citizens to
participate in constitutional democracy itself.
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